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Sharing

Sales, quotes,
fulfilment

Deliveries
and returns

Warranty and
repairs

Payments
and refunds

Website
operation and
support

Customer
care and
complaints

Legal and
regulatory

Risk, fraud,
and security

Procurement
and vendor
onboarding

With whom

Channel partners,
authorised
distributors,
internal sales
teams

Couriers and
logistics providers

Authorised service
partners,
technicians, OEM
teams where
required

Banks, payment
processors,
finance teams

Hosting, IT,
cybersecurity,
email and SMS
operators,
analytics vendors

Customer support
platforms,
escalation teams
Regulators,
NRCS, Legal
Metrology,
Information
Regulator, tax
authorities, PAIA
requesters, law
enforcement,
courts

Fraud prevention
bodies, incident
response partners,
insurers and
brokers

Verification and
due-diligence
providers, auditors

What we share

Contact details,
role, enquiry or
order details,
delivery
instructions

Name, phone,

address, order or
return reference,
proof of delivery

Contact details,
product model
and serial, proof
of purchase, fault
description,
service history
Payer details,
transaction
references, refund
confirmations,
invoice data

IP addresses, logs,
event metadata,
message headers,
cookie choices

Contact details,
case history,
attachments

Records requested
by law, identity
and case details,
evidence where
applicable

Case details,
limited identifiers,
technical
indicators; health
data only if
required for a
claim

Company details,
contact details,
banking

Why we
share

Prepare
quotes, route
enquiries,
fulfil orders

Deliver
products,
collect returns

Validate
warranty,
repair or
replace,
safety checks

Process and
reconcile
payments or
refunds

Run the site,
monitor
security, send
service mail,
analytics
where
consented
Resolve
issues and
complaints

Comply with
the law,
respond to
PAIA,
cooperate on
incidents,
comply with
orders

Prevent and
investigate
fraud or
incidents;
manage
claims

Verify
entities, set
up vendors,

Lawful
basis

Contract.
Legitimate
interests

Contract.
Legitimate
interests

Contract.
Legitimate
interests

Contract.
Legal
obligation

Legitimate
interests.
Consent for
non-
essential
cookies

Legitimate
interests

Legal
obligation

Legitimate
interests.
Legal
obligation

Legal
obligation.
Contract
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Safeguards

Operator or
reseller
agreements.
Need-to-know
access.
Contractual
confidentiality.
Tracking limited
to delivery
window.

Service
mandates. Secure
work orders.

Payment
provider terms.
PClI-aligned
handling by
providers.

Operator
agreements.
Access controls.
Data
minimisation.

Role-based
access. Retention
limits.

Lawful
disclosure only.
Record of
disclosure.

Least data
necessary. Strict
access.

Confidentiality
undertakings.
Secure transfer.
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Events and Venue and event
training service providers
DAB Group
Group and entities that
international = support local

operations

confirmations, tax

and B-BBEE audit
documents

provided by you

Names, contact

details, RSVP Manage
status; dietary or attendance

accessibility info

only if provided

Contact details,

order or service Provide
references, technical
warranty data support or
where an OEM resolve
workflow is escalations
required

and logistics

pay suppliers,
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Contract. Redaction after
Consent for
optional the event.

p Limited
health or )

. . retention.
dietary info

Standard

Contract. contractual
Legitimate clauses for cross-
interests border transfers.

Group policies.

Under what circumstances will we transfer your information to other countries?

We transfer personal information outside South Africa only when at least one or more of the following
circumstances applies. We keep a record of each transfer and the safeguard used.

e where your personal information will be adequately protected under the other country’s laws or an
agreement with the third-party recipient.
e where the transfer is necessary to enter into or perform under a contract with you, or a contract with a
third party that is in your interest.
e where you have consented to the transfer; and / or
e where it is not reasonably practical to obtain your consent, the transfer is in your interest.

Scenario

Warranty or technical
escalation with the OEM

Typical

destination

Italy or another
DAB Group

support location

Data centers in

Cloud hosting and the EEA or other
backups for jurisdictions
https://dabpumps.co.za/ used by our

hosting provider

Email, SMS, and
marketing platforms

EEA or other
vendor locations

What we transfer

Contact details,
product model and
serial, proof of
purchase, fault
description, service
history

Website logs,
contact form
submissions,
cookie preferences

Name, email or
mobile, consent
status, engagement
logs

Safeguard

Intra-group
agreement with
POPIA-equivalent
protections and
standard contractual
clauses where
required

Data processing
agreement. Standard
contractual clauses.
Technical and
organisational
measures

Data processing
agreement. Standard
contractual clauses.
Suppression lists

Lawful basis

Contract.
Adequate
protection

Adequate
protection.
Legitimate
interests

Consent for
electronic
marketing.
Adequate
protection
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Analytics and cookies
(non-essential)

Payments and refunds
with cross-border
processors

Incident response and
cybersecurity services

Legal matters, audits, or
regulator queries
involving foreign entities

As disclosed in

Online identifiers,
pages viewed,

the Cookie ;
Policy referrers, device
data
Payer details
EEA or other Y . ’
Focessor transaction
proce references, refund
locations .
confirmations
EEA or other Logs, technical
specialist indicators, limited
locations identifiers
As required by Records relevant to

the process

the request

Consent through the
cookie banner.
Vendor contracts
with standard
contractual clauses
Processor contract.
Standard contractual
clauses. PCI-aligned
handling by
providers

Processor contract.
Standard contractual
clauses. Need-to-
know access

Lawful disclosure
only. Record of
disclosure

o|

DAB

WATERCTECHNOLOGY

Consent

Contract.
Adequate
protection

Legitimate
interests.
Adequate
protection

Legal
obligation

This transfer will happen within the requirements and safeguards of the law. Where possible, the party processing
your personal information in the other country will agree to apply the same level of protection as available by law
in your country or if the other country’s laws provide better protection the other country’s laws would be agreed

to and applied.

How we secure your personal information

Control area

Access control

Identity and
authentication

Encryption

Logging and
monitoring

Secure hosting

Data minimization
and storage

Retention and
deletion

What we do

Limit access on a need-to-know basis.
Use role-based permissions. Review
access regularly. Remove access on
exit.

Enforce strong passwords. Use multi-
factor where supported. Monitor login
activity.

Encrypt data in transit and at rest
where supported. Protect backups.

Log access and changes. Monitor for
suspicious activity. Retain logs for
investigations.

Use reputable hosting with physical,
technical, and procedural safeguards.
Apply updates.

Store only what is needed. Keep
records in secure repositories. Segment
of customer, supplier, and HR records.
Apply documented retention periods.
Delete or irreversibly de-identify when
the purpose ends.

Examples

Separate sales,

service, finance roles.

Approvals for
elevated access.
MFA on key cloud
tools. Lockouts on
repeated failures.
TLS for site and
forms. Encrypted
cloud storage and
backups.

Web server logs.
Admin action logs.
Alerting on
anomalies.

Managed cloud
hosting. Regular
patching.

Ticketing system for
support. Finance
system for invoicing.

Warranty records
kept for the warranty

Evidence available
on request

Access review logs.
Joiner-mover-leaver
records.

Authentication
settings. Security
reports.

TLS configuration
reports. Provider
attestations.

Log retention
schedules. Alert
summaries.

Hosting contracts.
Change logs.

Data maps.
Repository lists.

Retention schedule.
Deletion
confirmations.
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Physical security

Vulnerability and
patching

Incident response
and breach
notification

Operator
management

Backup and
continuity

Training and
awareness

Change and
development

Control access to offices, warehouse,
and records. Protect visitor logs.

Track vulnerabilities. Apply patches
within defined timelines.

Maintain an incident process. Record,
contain, assess, and report notifiable
breaches to the Information Regulator

and affected persons under section 22.

Use written operator agreements.
Verify safeguards before sharing.
Monitor performance.

Maintain tested backups. Define
recovery objectives.

Train staff on POPIA, phishing, and
security hygiene.

Test changes before release. Protect
production credentials.

How long do we keep your personal information?

We will keep your personal information for as long as:

Record category

the law requires us to keep it.

a contract between you and us requires us to keep it.
you have consented for us keeping it.

we are required to keep it to achieve the purposes listed in this Privacy Policy.
we require it for statistical or research purposes.
a code of conduct requires us to keep it; and / or
we require it for our lawful business purposes.

Examples

period plus legal
minimums.

Access controls,
CCTYV on entries, and
locked cabinets for
paper files.

Monthly patch
windows. Urgent out-
of-band updates for
critical issues.

Defined playbooks.
Regulator notification
templates.

Email, SMS, hosting,
analytics, and courier
operators under
contract.

Daily backups with
periodic restore tests.
Induction and
refreshers for sales,
service, and finance
teams.

Staged changes to site
content and forms.
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Visitor logs. Access
lists.

Patch calendars.
Change approvals.

Incident register.
Post-incident
reviews.

Operator list. DPA
copies.

Backup logs. Test
reports.

Training logs.
Content outlines.

Change tickets.
Approvals.

Customer and sales records

Tax and finance records

Import and customs records
Product conformity and market access
Warranty and after sales

PAIA request files

Website and security logs
Cookie consent records
Marketing preferences

Supplier and vendor records
HR and contractor H&S records

Quotes, orders, delivery details, correspondence
Invoices, credit notes, payments, refunds, VAT schedules
Bills of entry, clearing docs, tariff classifications

NRCS LOA files, Legal Metrology evidence, test reports
Serial numbers, proof of purchase, service history
Forms, identity checks, correspondence, outcomes

Web server logs, admin activity logs, incident logs
Consent status, timestamp, source

Consent, opt outs, suppression list entries

Contracts, banking confirmations, B BBEE docs
Attendance, leave, medical certificates, OHS logs
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Complaints and customer care

Tickets, call notes, outcomes
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Take note: We may keep your personal information even if you no longer have a relationship with us, for the
historical data that may be required by your employer or employee.

Your duties and rights about the personal information we hold

Your duties:

e Provide proof of identity when exercising your rights.
e Keep your details up to date. Tell us when your personal information changes.
e  Use the Information Officer contact details below to exercise any right.

Your rights and how to exercise them

What it covers
Confirmation we hold
personal information about
you. A copy or description of
your personal information.
Identity or categories of third
parties who accessed it.
Correct or delete personal
information that is
inaccurate, irrelevant,
excessive, out of date,
incomplete, misleading,
obtained unlawfully, or no
longer authorised.

Right

Access

Correction
or deletion

Object on reasonable grounds
to processing based on

Objection legitimate interests, direct
marketing, or for research
where outcomes affect you.
Withdraw consent for

Withdraw processing that relies on

consent consent, including electronic
marketing.

Restriction Ask us to. restrlgt processing
while a dispute is assessed or

and record of .

dispute request a note of dispute be
attached to the record.

Lodge a complaint with us or
. with the Information
Complaint

Regulator about our handling
of your personal information.

How to exercise

Write to the Information
Officer with proof of
identity and enough detail
to locate the record. Use
the PAIA request process
where applicable.

Send a written request
with proof of identity and
supporting documents.

Send a written objection
to the Information
Officer.

Use the unsubscribe link
in messages or contact the
Information Officer.

Write to the Information
Officer with reasons.

Email the Information
Officer. You may also
contact the Information
Regulator directly.

Outcome and timing

We acknowledge and process
within a reasonable time. Fees
may apply for copies or third-
party details. Access may be
refused where a PAIA ground
applies.

We update or delete where
justified. Changes reflect within
15 business days. If a law
requires retention, we will not
delete.

We stop the processing where
the objection is valid. We may
continue where the law allows
or requires processing, or where
processing is necessary to
conclude or perform a contract.
We stop consent-based
processing for the relevant
purpose. Allow up to 15
business days to reflect across
systems.

We restrict where appropriate
or attach the dispute note to the
record.

We investigate and respond.
You retain the right to approach
the Regulator at any time.
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We may refuse a request where a lawful ground applies, where disclosure would unreasonably reveal third party
information, or where a statutory exception under PAIA or POPIA applies. If a contract sets a specific process for
updating your details, follow that process.

The contact details for the Information Regulator is as follows:

You have a right to file a complaint with us or any Regulator with jurisdiction about an alleged contravention of
the protection of your personal information by us. We will address your complaint as far as possible.

Email: POPIA Complaints@inforegulator.org.za
Postal Address: P.O. Box 31533, Braamfontein, Johannesburg, 2017.
Physical Address: 'Woodmead North Office Park, 54 Maxwell Drive, Woodmead, Johannesburg, 2191.

How can you get in touch with us?

For any queries in relation to this letter or our processing of your persona information in general, you can contact
our Information Officer and/or Deputy Information Officer at the following details:

Business Name DAB Pumps South Africa (Pty) Ltd

Registration Number 1982/005233/07

Registered Office 21 Industrial Estate, 16 Purlin Street, North Unit B,
Warehouse 4, Olifantsfontein, South Africa,1667.

Postal Address 21 Industrial Estate, 16 Purlin Street, North Unit B,
Warehouse 4, Olifantsfontein, South Africa,1667.

Contact Number 012 361 2603

Information Officer Rian Dressel

Deputy Information Officer/s Amith Pooran

Email address/es rian.dressel@dabpumps.com
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